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Section I: 

AMENDMEIST UNDER 37 CFR §1.121 to the 
CLAIMS 

Claim 1 (currently amended): 

A melliod for marking a processing stack with signatures to indicate which portions of 
the stack were utilized by [[which]] one or more re-entrant or object-oriented 
programming software code modules^ said method comprising the [[step]] steps of: 

inserting stack signing soft ware into one or more re-entrant or object-oriented 
programming code modules stored in a computer-readable medium: 

assigning uiilque module identifier values to a plurali t y of c o d e m o dules; and 
producing one or more executable programs containing one or more executable 
re-entrant or object oriented programming code modules containing said inserted stack 
signing software: 

upon execution of said executable re-entrant or object-oriented code modules, 
assigning unique module identifier values to said a plui ' ali t y o f code modules bv said 
stack signing software^ said stack signing software preventing module identifiers fix>m 
having a same value for muhiple instances of anv re-entered or multiply instantiated 
code module, and pushing onto [[a]] said processing stack said unique m odule identifie r s 
stack signatures within stack frames allocated to said code modules. 



Claim 2 (currently amended): 

The method as set forth in Claim 1 further comprising the steps of: 

generating an instance numb e i count for each instantiation of [[a]] executable 
code module in said stack signature for each object instance dynamically created during 
runtime of a re-entmnt executable code module: and 

pushing onto said processing stack said instance count numbers associated with 
said unique module identifier v alues. 
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Claim 3 (original): 

The method as set forth in Claim 1 further comprising the step of pushing onto said stack 
an entiy/exit indicator associated with said unique module identifier. 

Claim 4 (original): 

The method as set forth in Claim 1 further comprising the step of inserting 
stack signature marking software segments into application source code^ said 
insertion step being performed prior to compilation of said application source 
code. 

Claim 5 (original): 

The method as set forth in Claim 4 furdier comprising the step of providing a 
global control which indicates all application source code modules are to have 
stack signature maricing software segments inserted into them during a given 
compilation job. 

Claun 6 (original): 

The metiiod as set forth in Claim 4 further comprising the step of providing a selective 
control which indicates only certain application source code modules are to have stack 
signature marking software segments inserted into them during a given compilation job. 
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Claim 7 (currently amended): 

A computer readable medium encoded with software for marking a processing 
stack with signatures to indicate which portions of the stack were utilized by 
which application code modules, said software causing a processor to perform 
the steps of: 

insertin g stack signing software into one or more re-entr ant or object-oriented 
programming code modules stored in a computer-readable medium: 

assigning unique module identifier values - to a plurali t y o f cod e modules; and 
producing one or more executable programs containing one or more executable 
reentrant or object oriented programming code modules containing said inserted stack 
sigqjng yyftwarp; 

upon execution of said executable re-entrant or obiect-oriented code modules, 
assigning unique module identifier values to said a plurality o f code module s by said 
stack signing software^ said stack signing software preventing module identifiers from 
having a same value for multiple instances of any re-entered or multiply instantiated 
code module, and pushing onto [[a]] said processing stack said ujiique module identifiers 
stack signatures within stack frames allocated to said code modules. 

Claim 8 (original): 

The computer readable medium as set forth in Clum 7 fiirther ccmiprising software to 

perform the steps of: 

generating an instance number for each instantiation of a code module; and 
pushing onto said processing stack said instance numbers associated with said 

unique module identifier values. 

Claim 9 (original): 

The computer readable medium as set forth m Claim 7 further compriising software for 
perfonning the step of pushing onto said stack an entry/exit indicator associated with said 
unique module identifier. 
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Clakn 10 (original): 

The computer readable medium as set forth in Claim 7 further comprising software for 
performing the step of inserting stack signature marking software segments into 
application source code, said insertion step being performed prior to compilation of said 
aj^lication source code. 

Claim 1 1 (original): 

The computer readable medium as set forth in Claim 10 further comprising 
software for performing the step of providing a global control which indicates 
all application source code modules ace to have stack signature marking 
software segments inserted into them during a given compilation job. 

Claim 12 (original): 

The computer readable medium as set forth in Claim 10 further comprising 
software for performing the step of providing a selective control which 
indicates only certain application source code modules are to have stack 
signature marking software segments inserted into them during a given 
con:^>ilationjob« 
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Claim 13 (currently amended): 

A system for inserting stack signature marking code segments into application 
software modules prior to compilation, said system cooperating with a compiler and 
comprising: 

a control means operable by a user to indicate whether or not to insert stack 
signature maildng code segments into application software modules; [[and]] 

a code insertion means which, responsive to the operation of the control means, 
searches for entry points and exits points in application software modules and inserts 
stack signature marking code segments following each entry point and prior to each exit 
point into said application software modules[[.]] ; 

a compiler m eans for producing one or more executable programs containing one 
or more executable re-entrant or o bject oriented progranmiiny code modules containing 
said inserted stack signing software: and 

a debupper means configured to, upon execution of said executable re-entrant or 
object-oriented code modules, assign unique module identifier values to said code 
modules bv said stack signing software, said stack signing software preventing module 
identifiers from having a same value for muhiple instances of any re-entered or multiply 
instantiated code module, and to push onto said processing stack said stack signatures. 

Claim 14 (currently amended): 

The system of Claim [[14]] H wherein said control means comprises a global 
control means for indicating insertion of stack signature marking code 
segments are to be inserted into all application software modules to be 
compiled. 

Claim IS (currently amended): 

The system of Claim [[IS]] 11 M^ierein said control means comprises a selective 
control means for indicating specific applications software modules or groups 
of application software modules into which stack signature marking code 
segments are to be inserted 



PAGE 7/29 * RCVD AT 4/7/2005 4:39:43 PM [Eastern Dayight Time] * SVR:USPTO^FXRF-i;2 * DNl$:872930e* CSIDM0544024$5 * DURATION (mm-SS):11-00 



04/07/2005 15:25 FAX 4054402465 Franklin Gray Patents USPTO FAX SRVR @|008 

Serial No. 10/047>011 Lorin Ullmann Page 7 of 28 

Claim 16 (new): 

The method as set forth in Claim I further comprising encrypting at least a portion of 
said stack signature. 

Claim 17 (new): 

The method as set forth in Claim 2 further comprising enciypting said instance number in 
said stack signature. 

Claim 18 (new): 

The method as set forth in Claim 1 whereui said stq> of pushing stack signatures onto 
said processing stack comprises: 

generating a pseudo-random identifier for each object instance dynamically 
created during runtime of a re-entrant executable code module; and 

including said pseudo-random identifier in said stack signature pushed onto said 
processing stack. 
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